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CN 1338841 A 

SMART KEY FOR COMPUTER SECURITY AUTHENTICATION 



Abstract 

The present invention relates to an identity authentication for computer networks, \^iiich applies a 
symmetric encryption algorithm to secrete values of a server end user so as to be stored in an 
encrypted form, and stores an encryption key and an original key in a storage medium of the user; 
separately stores the encrypted user's secret values and the encryption key; and in a course of 
authenticating with authentication protocols, introduces an asymmetric encryption technique to 
generate a pair of temporary keys in order to ensure a key transportation security of the user's 
secrete values. Thus, a secure identity authentication and a secure storage of the user sensitive 
authentication information (secrete information) in the server and client are achieved, and the 
possible security problem caused by illegally use of the super-user or the copying of the user's 
secrete values can be prevented. 
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